mﬁe human lives in a safety software by
inktools

THE HUMAN LIVES IN A

SAFETY SOFTWARE

BY THINKTOOLS

TE QRO 2 Bt LIQA| UCHH
OlX|= =5 BHHEM .

Thinkfor@L



WHO WE ARE Thinktools 1S

LY I Sl ATEQ 0 28 S 27t YL YoI2 =4S /HEX] bl e?
— LS H Set Akdok= A0 FRIL

WIRHAS ATEQ0 A1 H4FQ|, HEA ZHISO| CHoto] tef, J=M AN ZXetE s =Eoke &8 St ATEQN MY S0 M2}, =2 02| Sot &=50| Bt FHFut CiFet X[ ES50] L&
HE7|AQULICH 2H|O| S4A0| OFL|2t YOIt BXAIS RHSHH Qs ZHE T2 Tt ATEQ| Z5i0| AM22 22H HES ThinkTools= £3| Safety Software, Mission Critical Area, CPS (Cyber-Physical Systems),
Rt RASHE. O Z2HEO| ZiHA S0 S3iE ErelL|Ch

_ CETA DRwNACE @M’]A& # kiuwan

100{ 7+ ZB01 2 3000 AZEQ0] RRD 7|210] 714IE A0 Mg, Pa|pto] L5190t WHE, 7|22 KRELIC et
HAE HAE X|@oh= E2 U ATEYNY M58 ME ATEQ 02 Safety DI FE 2|
° ; Bt XSt £+ JtdetEoM XS AEoke £ Mechanism Z=E HQtet= ALEE
Auto Mobile
Application Software @ ‘ E:FL
@ System Software . =1 © Internet Service
@ Middleware ‘e Public Institutions
Shipbuildi © Defense
Software Engineering @ @Ipullng ‘
© Education
O Medical Project Management 17 Architecture . Design 4
—— © Agriculture Process 4 Marketability 20
| gi‘?:‘;:f”tm’” Quality Management 72 Tool . Infrastructure 32
- ©Game >= g igsz‘g;mumcat Testing 35 Internalization . Localization 12
= I 0 Electronic Code Inspection 21 Organizational Cooperation 7
— Bl @ Feshion Requirement Engineering 12 Maintenance 13
Human Resource Design(HRD) 7
( References by Industrial Area ) ( References by Software Engineering Area )
OUR COVERAGE AREA based on SWEBOK 3.0
T-Biz Engineering SWEBOK 2.0 SWEBOK 3.0
N\
,‘\O G ©)
o N\ \ 3 \
W O co@(’\3 3 o < o ROy o
Y SR & © g& SR g« o3 ¢ ¢ &° €W & oS N S
o ISR N N W e SIA SN S SHRSS Qs Qe ) W W S S S o o
SN & g <P N\aWe2 AN FOUN FO FONG <O AN O o NS FANMN AN NS N\ e et
R S & WU QO & [SO)PNe) O O oW OF QOF ¢© HOMRS 9 (&'S O NCY O (W OS5 O oW W
B3 c W ot > o o & s W s S o> g ES P o
O Y I e e e I I e e e I I e e O
A N 20 1 \L N N 29 D> A1 N 2L 1
. System . K e(C) oK () o (K/C) . .
Universal  piggleware . K o) o[K) oG] o (K/C) . .
Application . K *(C) oK) .
Construction . . K e(C) o(K] . . .
Agriculture . . K *(C) . . .
Public Institutions . K o(C) . . oK)
Education . . . K *(C) .
Logistics . K o(C) . M
Internet Service . . . K *(C) .
Telecommunication K . o(K) *(C) . .  (K/C) .
Industrial Finance K *(C) . oK) *(C) . e(K) . .
software Auto mobile . . . K e(C) . o(S/K} e(C) . . . . * (S/K/C) o(K] . . . .
Aircraft . . K . oK) *(D/C) . . . . * [D/K/C) o (K] . . .
Shipbuilding . K *(C) . oK) o(C) . . . . . ¢ (K/C) *(K) o o . .
Medical . K *(C) . oK) *(C)  (K/C) oK) . . . .
Defense . . . K . oK) o (C] . . .  (K/C) oK) . . .
Energy chemistry . K o (K] ()] . . o (K/C) o(K] . . .
Nuclear Power . K . oK) *(C) . . . .  (K/C) oK) . . .
Railway . K . oK) *(C) . . . .  (K/C) oK) . . . .




04

We love technology, but not as much as being human.

Think for a better life | www.thinkforbl.com

THINKTOOLS ONE. CETA WHY
WHAT IS CETA? SHOULD YOU USE CETA?
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THINKTOOLS ONE. CETA
DETAILS FROM CETA

Test Design Process using CETA )
@ |EEE $2 HIAE ZHZA(ICST - Intemational Conference Software Testing) OlA =2 A|XH & WE

2017.03.17 IEEE InSTA 2017 in Tokyo
2019.04.22 |IEEE InSTA 2019 in Xian

SN @)@) @ OFA|OF SWERIHE| HHZIA (ASQN - Asia Software Quality Network) 2HE
] - 2018.06.29 ASON 2018 in Beijing
o 2019.09.09 ASON 2019 in Tokyo
@ S
ol al .
e : e

@ SHIHHENT |SHTTA) O 7l OFSHY 7|8t ADEQIO| 25 BE R
[=] }

ATEY 7|5 OFFA ZHES 9|5t BiM| 7|2 HIAE A7) H#(TTAK.KO-11.0251)
s ATEQ N 7|5 QA HES 9|5t EIAE FHHZIX| £ HH(TTAK.KO-11.0250)

T ]
o S
rr——_
oL o LN

e . (2RO

= SIY LY ABI0AfS Ot F{H{2|X|Z =OJO0F 51LtQ7?

Cause & Effect £=

HAE GO[E &= 20t =elAo] Hol 28t Zals e 39 UTPC (Unigue True Point Coverage] Viewpoint

CUTPN FP [Unique True Point And Near Faise Point Pair Coverage) : CO DE

Cause & Effect =2f HAE HO|A =3

Base Scenario Coverage

N

Ir
10
i
rc
i)

o

So| 7|ixiol Exfot ol0| B #2
_ _ ) o _ Invailid Scenario Coverage
Cause & Effect T2HI Xp EIAE [0]A M2/} O] H2| 75 G122 HoIsHIR & 72 ]
Cause Coverage
Q12 G0[E{} BT Clrst ol iBrg 5 A9 Viewpoint
Cause & Effect 12X QIATIA HIAE HO[A MA| 1A MM Effect Coverage
STGIT CIYEt HIE USO8 AL Cace Toct Data C SPEC
ause Test Data Coverage
HAE A|Li2|2 &0l &l GO|E 984 7=0| £98t HO - : ’
HIO]A AlLt2| < AEH mEemstleEseT Valid Scenario Coverage
HOl 243 7t SFet=2|N HAS 7H 32 Complex Logical Relation Coverage

{ CHARACTERISTIC OF FUNCTION ) { TEST COVERAGE )




08 We love technology, but not as much as being human. Think for a better life | www.thinkforbl.com 09

AUTOMATIC SUGGESTION FOR ALL POSSIBLE CASES

17t =e|X d R0 Mef, T Jtstt BE 899 & AS2=2

&S0 HAEHO|AR ML

TH I N KToo LS o N E. CETA @ EXTREMELY CONVENIENT Ul

BASED ON MOUSE CLICK AND

DETAILS FROM CETA orucIrer
Y ol R #XA M

UM BN 22712 AXC=,
o HHO| OfRA Z&lu} BT AtoZ2

——— e
2 MAS 01 4 U2 U3 T e

Functions & Effects W2 INS ZSBIHALICH 05-1 E2| 12 £5t Cause/Effect 22 05-2 C2j12 5t £0F
5 i = ‘ 1 8 e s & @ INSTANT VISUALIZATION OF ALL ITEMS BY TRACEABILITY
» ' o " O STSH S0 FHYY TR QIELIC OfF2| ST BMIMO| 40 712 F=0(2t:, MEith =0t HiZ
; ® ? . X501 2 4 YEE BH0I210]E THAI3 BT
5 : o
 EE—— - -+
. Pos-2) i\ e : @ AUTOMATIC SUGGESTION
. iy e, 4 B OF EFFICIENT TEST
s Lo e PRIORITIZATION TO ACHIEVE
O s - "-h' ‘o THE BEST TEST COVERAGE
(05-1) = / » e - BITHSH HIAEHO|AS DS 23l5H=
. & = 712 HAIMOZ J1=5HX|E U0 _Eq
> _ = o
78, 7o 39551 508 R
® AR X HHS $I3J |AEE
NHECE FE0H MEE c=
HIAELCE AZtS #2712 2ok - AIEY 0] HIAE H0|A
AL}, SEst | t= H A&ot= %] (10-1554424)
20| 2L+ 2|0] U= 2SI, HIAE 7|0|A Al died ZIX| 2 ZHEEH T
7 |20§A|(10-1826628)
@ @ @ = 314} CIXIOI0] HA|S! CIAZ2(0] TS (30-0905834)
HEE iEETJIW :“:0| CLW“ HES StHAE
VISUALIZATION OF LOGICAL ERROR SUGGESTION REGARDING SUGGESTION REGARDING DUPLICATED T2F Xk%|(10-1899778)
SENTENCE BASED ON SUSPECT SPECIFICATIONS ITEMS IN THE SPECIFICATION s XI%|(10-1706098)
SPECIFICATIONS A0l &4t QA0 = £, AHEY 22 HEO|X|DE, 2+ARY H 9l X%|(10-1734418)
(Requirements, Functions) a5, Isg, 580 €2 ¥2 FHAO Uz B=X01 A=ES |$ M2 oI5t A|2t5}
Q7to] F4 AHNE 78R ADE Q20| JYSLICH X, ZHME Xf%gi FEGI, A oS 2ol
0y 7 IEOI O1EA %’:‘.*EPEXI & —Erzo*oﬂlﬁ %EIE RRE %*7::3% = M 4= U=E HQriLct @ VISUALIZATION FOR DIFFERENT TEQ0| SIXIZE 3t HIAE HO|A MY
;27_3 XMt ZkA A 710 £ OfFA = PS
o= A= = oHf delh 48 2= dRl el CRIA = =24 CHANGES (Next Version) r4(10-1588027)
EQ0jz ML =218 X0 =8| 2FIE OplEH= HHMAMO WES . : HZ0| YIS [OIC, XSEE
4 AR [EIPS oz AlEE 5t - . N
I;;:)EHEEl ~;||E||;L71IO[[H—-—01| }EII XsO=Z AlH5H0] MIASHLICY. e - CiA| & QU QI&LICH HA _ HAEHOIA A AHO| 28
H30| _C,Olo : o=z J|zoltttH & AFSHO| H| W, 10| 2t s HIAEF0|A A4 Ki%| 2 ZHOE m=
HtE Ofaet &= 7t AFLIAH0JM _ - - Hi= 5120t BA|SIO2N, 52X
== zo| A olaLIL] ’\ EE §TE == = (PCT/KR2017/013459)
2E &Y 5 UEULCL S HZ |t HF0 it =2&
9 %5t 240 7KSELIC




10 We love technology, but not as much as being human.

THINKTOOLS ONE. CETA

DETAILS FROM CETA

.
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THINKTOOLS TWO.DRONACE
WHAT IS DRONACE?

WHY SHOULD YOU USE
DRONACE?
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THINKTOOLS TWO.DRONACE
DETAILS FROM DRONACE
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THINKTOOLS THREE. SMAC
WHAT IS SMAC?

WHY
SHOULD YOU USE SMAC?
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FUNCTIONS &
EFFECTS
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THINKTOOLS THREE. SMAC
DETAILS FROM SMAC

SMACZ AIA z=2| 2IEX[s MOIZE HAUS 24 =L,

- M SW L ZEZ 2M5101, MO|ZE| AT} 7| o 3 AE0M 0f- LIX|0| H[O]ZE]
O§7LI150] HQS

- A2 M S5 E QIBRISH 7[t5t0] AATCRRE| HAS, HEAE0] LS Safety
Mechanism&| &

- AATCO| BalE AE 2AY, HEZ B4 YL

HIAME 2IX10f| {H Safety Mechanism
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sensorCorrelation
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DataSequenceMonitor (¢}
X

LogicalControlFlowMonitoring

X
Safe ISO 26262 F712 38 L3t Safe Mechanism

SiX| AATC LH0j| ZXHSH= safe mechanism 241 OI=
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(4231

Container con = this.getTopLevelAncestor();
JDialog dparent;

JFrame fparent;

JDialog dialog = null

if (con instanceof JDialog) {

e
H : dparent = (JDialog) con:
. H dialog = new JDialog(dparent, TConstant. SERVERNAME, true):
. T = : }else if (con instanceof JFrame) {
: H fparent = (JFrame) con:
. : dialog = new JDialog(fparent, TConstant. SERVERNAME, true):
: 2 v s . y BaEAL B - e 1 : )
: ua r n fmir g tu (b r o .
: — o = A = " = N dialog.setTitle(TConstant. SERVERNAME + " Configuration”);
H H
H a s N .
. 1 # + 4 3 N [a23C51]
H H
. LERAANT M if (5 == nulh {
. i throw new NumberFormatException('s == null');
H - if (radix  Cheracter.MIN_RADIX) {
M w0 brre olop in S pand — throw new NumberFormatException('radix * + radix +
. " less than Character. MIN_RADIX);
. 1 P valus of o e 2 lTa-{E IS LErs }
. - im0 42 - anre - . if (racix ) Character MAX_RADIX) {
M . throw new NumberFormatException('radix * + radix +
: H * greater than Character.MAX_RADIX');
. . }
. Bl o " .
H
H .
. L] H [4A7E1]
H .
. . .
. : int result = 0;
: s Sh s H boolean negative = false:
R . H inti=0, len = s.length(:
. int limit = ~Integer. MAX_VALUE:
R

int multmin;

int digit;
Safety Mechanism - SensorCorrelation o) 0
char firstChar = s.charAt(0):

if firstChr ¢ '0) { // Possible leading *+" or "=*
if frstChar =="-) {
negative = true;
limit = Integer. MIN_VALUE:
}else if (firstChar = "+)
throw NumberFormatException. forlnputString(s);

if (len == 1) // Cannot have lone "+" or ="
throw NumberFormatException.forlnputString(s):
i+

)

21
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THINKTOOLS ANOTHER. KIUWAN
WHAT IS KIUWAN?

WHY SHUOLD YOU USE
KIUWAN?

[ OjLIX|HE 2HY } L0l 2HOF MR JHedEt
of2f SHYUNES, YA U

_ _ HURS Z0IM 0f 7158
SRS &7\ flet =774, M2= FL2| AlRlS Welfeilct. HOYne? KIUWAN & 7|& FE
7|E =TS T 2D XSO 2 W FABLIC EIOIZAOIE CHQIY, 7155, 15 Q10 £|x{0] Jhery
500 SHR[BH SHARO| T RO 4 2 YsMS, BEO| SRHOR Qlst ALK stat 1 Q0| tx|
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™ = H Lo o — = [E=PIN=] —E—&El:’_%%]]l-ﬁ?
8311 QU= QEAAY
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THINKTOOLS ANOTHER. KIUWAN
DETAILS FROM KIUWAN

CODE ANALYSIS (QA)

Think for a better life | www.thinkforbl.com 25

GAIN UNPARALLELED SCOPE WITH EXTRAORDINARY EASE

Application VULNERABILITY ASSESSMENT
Place automatic audits on application changes to enforce security

ACTION PLANNING BASED ON QUALITY CHRACTERISTICS
. 5742l B 54 (SO 9126) O ZES G7{510] B ) X/E3}
. NS EE BB 242 98t £E{0| H2 HA

- YRR o Lyel /101E

IMPLEMENT ASSESSMENT OF THE SECURITY RISKS IN YOUR APPLICATIONS
e T Y o HiZ BEO| HOPY w7

- 243} 3 TN T RIS FAGHs RUE NiSet E7

SAME TOOL FOR EVERY STAKEHOLDER

- HONHRIL AARE, JWEAY, HAE EF0A 7Ett S
- IDE 29| SEOZ HE AX| =5 H o2 LY AN

ne
>
10
MK
s
Ot
Pl
1o

RISK IMPACT & RETEST REPORT
3121 5 IR1 T, 3 TOIN X8 7155
.+ 101 M2 7l BYS QB EIAE S 42 X/

0fl DIRt= U3 o =Y 24

Defects Remediation Timeline Summary

Governance Dashboard Defects distribution + filtering

5 I:::-_.
62.69 50.99 g (r,g" W
Sl

s

-

i
s
|

Beyond code analysis
- U E 52 FE N0 WL = 212

Visual configurator 2 244 21t 24 MEH
AN

- NS EE 459 4T A

4

- X&H 243 et Jenkins S2f Cl 2 S8

A LI0IA 24 B i gt Pl 2 88 Siol5k=
H|w H11A

Ct2 =7919] £t (PMD, Findbugs, Chekstyle..)
He|oh 2M He| 4HS {15 HE2AH 08 ZESZ|Q
IS5 = HEE

AT IF {2 HUS {let Kiuwan SDK HIES
QI 10| A A (ZE HEH)E Y, Kiuwan 2|
24 20| St (E AA, A3 A=, 18 48 S)
4G #HO| oA ZHES fIEH E0N

JIRA Off =8 A2 ¢S (= PDF, CSV)

For all major languages

2 0 + ; 15 ﬂ:l &#B 7 cen Cr (B
INCLUDING: =
.2 ‘ ﬁ # python i}:- L S {1 S 1
IDE BUILD SYSTEMS BUG TRACKING REPOSITORIES
BeJ s A Sl ﬁ Jemkins ‘h‘"nﬂ 2 Brthudhet
= eclipse {2Bambuo DY izl Sluric GitHub
o) isidl e igh o
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THINKTOOLS ANOTHER. KIUWAN
DETAILS FROM KIUWAN

CODE SECURITY (SAST)

SHIELD YOUR APPLICATIONS, ELIMINATE SECURITY VULNERABILITIES

APPLICATION SECURITY ARCHITECTURE Some detected vulnerabilities
ARE YOU AWARE OF THE IMPACT OF SECURITY IN YOUR BUSINESS?

OWASP BENCHMARK NO.1 - Uninitialized Variables - Insufficient Transport Layer - Cryptographic Related Attacks
© EE =M BE VU B2 oTARE S5 - Application Misconfiguration Protection - Buffer Overrun
- OWASP HI=0t0iA 55% HA| 2t (48 HE Bt 26%) _ : - . - .
- Credential/Session Prediction - Cross Site Scripting - Free Non-Heap Variable
® e RléK EVALUATION . - Directory Indexing - Injection Attacks - Use After-Free
g C HIELIA 93 IS 9ot 20t Fory 9 X/
- Insufficient Authorization/ - Interprocess Communication - Double Free/Close
IMPACT OF VULNERABILITIES ON PROJECTS P 0sC g = ¢ String Vulnerabilit
218K B2 T0| A= I CI2 it uthentication - ommanding - Format String Vulnerability
. HZ0| M2 7S BXS Q6 HAE A3 &8 XY - Automatic Reference Counting - Insecure Cryptography - Return Pointer To Local
APP SECURITY ARCHITECTURE MANAGEMENT - Cross Site Request Forgery - Sl injection
- IRRE Z409 7% 2 50| 0, 0[0) T2 H9+ 0} [ER| QK| Xigd - Information Leakage
INTEGRATED IDE FOR CONTINUOUS DEVELOPMENT - Insufficient Binary Protection
- WA XEHC 2 MU= Frge| S0[9t BXIE fIe
N 2N ALL0] S
9 -
] b : & ! -
For all major languages gy

CANAST Barcfyars Bamuilhy Comparnaon

Ll
§ & F e i

Kiuwan, ' i bt —Iht

2E OWASP Top 10 e e

FOFH 100 % EHX| e e QU'-JJHSU A m v‘fit
OWASP BANCHMARK NO.1 o B i

=kiuwan (s5%)
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THINKTOOLS ANOTHER. KIUWAN
DETAILS FROM KIUWAN

INSIGHTS (SCA)

MANAGE YOUR COMPONENTS & LIBRARIES

Security indicators & alerts >

Dependencies License Compliance
QE A DZHEN= ST HT0| Ot B HF9 & - JHEA = QE AAS 7126 ATDEQNHE =X, ¢4,
HlO|E=R Qlot Z£49| Foks A EUtt HHZE S EHOH & 4= QASUC
EHEHQI WLRE Yot QE AAS &Zok= IFUA - SHA(ZH M Q45 F4ok= AR XIES Olofidk= O
542 Zelok=t MY gt UHM B Ofdiz= 2L o
iowan Insights'= TEMEO| 07 [EIXZ X5, FE - Kiuwan Insight = O AAZ SL5(01 Jjeist T2RE Obzaliseenes iieiors & alas [
%’é‘% SDUEZOM LA FE 7[He] SEEE RE UM ALZE 2f0[MAS F4=0t= 710|=5 MAIEL LY,
IEE 7|-0|I: 8I-|__||:|-
%7‘._6I 58S ALY = QRITHL JHEAVE ZE 0[9
e F0U0H, 20 MO 2 siZE L.
In a nutshell
> Components inventory > Eliminate time consuming ¥
LT 23S BM, AISE ZE QEAAREA HEEHEY M=22 22t FoFy U70| 0[X|= S&0|Lt 2t0j A ; e
2ot kot QIHIE 2| Al =HIE &Iok/| fIer 1HEo| QIHIER|Q| +5 AU : .
[> Detect security threats A2 AZHEHS 3 QF H|A : ’ 1
QF A 1M QAQL MEE HOF QF RALY EX| D> Unveil security risks .
~ Release Timeline [>
> Avoid obsolescence QL AA M QAR W E HOt QH ENX| 5,
YHI0IE, HH & 22t ZAHI7t U= 210|E2{2|Q] H|7| OD2HEJ Feks O|X|= A o2 Al
o], O Ol AR8EX| = 240 ¢ D> Isolate dependencies

ALEOHA| Y= 2E A4 UOF[= HHE O|%+E o2
ot/| Aot ALZoHA| = T=2 A8 = HA. 554

L
_ . .
o o= S| 9/ S - ~
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THINKTOOLS ANOTHER. KIUWAN
DETAILS FROM KIUWAN

GOVERNANCE

EXECUTIVE OVERVIEW ALL THE WAY TO THE DEEPEST INSIGHTS

APPLICATION RISK GOVERNANCE Beyond code analysis
Know the security risks in your Enterprise PROJECTS

PERFORMANCE VISIBILITY OF YOUR PROJECT - D2NE ¢ &H LE U 1235 - i Y SX|E4 D2HES| HY OF 3= 7|2
- Y H0IH 7|2t IS S5 SR AL THLHO| ikt 2] X[ HO) - ZQE =OH|XL|A 93 HA - QlH I3 OH2HEQ| B & H|W
I Ehlne =S - % B3 o, AR S0F, 71 20F H HiEe - 9% B3 IS M) B F4 BRI T
e . Bl XX| ol T3 Q| 5 7 1A QFRIO|T I JHE MUKt AE 710|= Tes s = EAeT ToE EATEE S T e T
2 HE H|uw - EX AHO M2 Mot mefsty| flet
BREAKDOWN BY BUSINESS CRITICALITY - T il Lhot 912
X lel“lﬁg‘l %_IQIE, El_AI_I_”_,g_7 XI‘i‘”7H%%§I’_E—18|’O:1 EI—*!EJS*—'."% - —|A|' =0 AI'T'_'l_—-l |J-|— 7||_ T|°|:|O Elxl ;x'” H_l 7|—|9—|'
AE5I01 i 27 IO ~ HIELIA 9I3, M 98, SAIE4 Y8, 2ot AR e Y ot K
AHA =[OF I 2 XNIE HE: — [e]] LA E
EXECUTIVE OVERVIEW TO MAKE DATA-DRIVEN DECISIONS cAHX o Z2XE Ha 7|8 A{H{EA 2|2 E (PDF)
- BAAN, Y 2E, AKX 2O QAE Qluict S5 AN0IA Qe - OZNE JiM EHOZ K| AKX|Q A K= — MH|A £=Z A2k (SLA)O| ZeHE =4 St= Ho| &l
AL o= == 53 E2lol| Yot TZHE QIHIELD| M 0= 50|
- JI2hE 7t e TR0 A 47 2 2 bl

GOVERNANCE DASHBOARDS

O .1 (C

> Decision quadrants
Qlgist T2 HE S|
> Evolution
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> Activity
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